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USB-based Deployment Configuration

About This Chapter

USB-based deployment simplifies the deployment process, reduces the
deployment costs, and relieves users from software commissioning.

4.1 Overview of USB-based Deployment
This section describes the definition and purpose of USB-based deployment.

4.2 Understanding USB-based Deployment
This section describes the implementation of USB-based deployment.

4.3 Licensing Requirements and Limitations for USB-based Deployment

4.4 Making an Index File
Before USB-based deployment, you must make an index file.

4.5 Performing USB-based Deployment

Before using a USB flash drive to upgrade or configure a device, make an index
file, save the index file to the root directory of the USB flash drive, and save files
to be loaded to the directory specified in the index file. Then connect the USB
flash drive to the device to start the upgrade process. You can use a USB flash
drive to upgrade the Android system software versions of the AR161FW-P-M5
running Android versions.

4.6 Configuration Examples for USB-based Deployment

This topic provides a USB-based deployment example. The configuration example
includes the networking requirements, configuration roadmap and configuration
procedure.

4.1 Overview of USB-based Deployment

This section describes the definition and purpose of USB-based deployment.

Definition

USB-based deployment allows you to configure or upgrade devices using a USB
flash drive. Before device deployment, save the deployment files in a USB flash
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Purpose

drive. After you connect the USB flash drive to a device, the device downloads the
files from the USB flash drive to complete automatic upgrade or service
deployment.

As the network expands, more and more network devices are used and device
deployment becomes more frequent. Traditionally, software engineers have to
deploy the devices one by one, which is time-consuming and laborious. USB-based
deployment frees software engineers from such trouble. They only need to save
the deployment files in a USB flash drive, and then other onsite personnel can
finish the deployment process easily. This function simplifies the device
deployment process and lowers deployment costs.

Related Documents

Video: Huawei AR Router USB-based Deployment Feature Introduction

4.2 Understanding USB-based Deployment

This section describes the implementation of USB-based deployment.

USB-based Deployment Process

Before a USB-based deployment, make an index file, save the index file in the root
directory of a USB flash drive, and save the upgrade files in the directory specified
in the index file. When you connect the USB flash drive to a device, the device
downloads the specified files to complete software upgrade.

Figure 4-1 shows the USB-based deployment flowchart.
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Figure 4-1 USB-based deployment flowchart
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Upgrade File Types
The device to be upgraded automatically loads the required files according to
description in the index file.
e Mandatory file
- Index file: The file name must be USB_AR.ini or usb_ar.ini.
e Optional files

System software: The file name extension is .zip.

(11 NOTE

The supported system software format and file name extension vary depending
on the AR router model.

- Configuration file: The file name extension is .cfg, .db, or .zip.
- Patch file: The file name extension is .pat.

- License file: The file name extension is .dat.

- Voice file: The file name extension is .res.

- Executable file: The file name extension is .sh.

(10 NOTE

During USB-based deployment, the standby MPU does not support executable
files.

User-defined files

Users can select one or more types of optional file based on the site requirements.
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Device Running Process
Figure 4-2 shows the device running flowchart during USB-based deployment.

Figure 4-2 Device running flowchart
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1. A user inserts a USB flash drive to a device.

2. The system detects the USB flash drive and checks whether an index file exists
in the USB flash drive.

- If an index file exists, the process goes to step 3.

- If no index file exists, the USB-based deployment process ends.
3. The system checks whether the index file is valid.

- If the index file is valid, the process goes to step 4.
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- If the index file is invalid, the deployment fails.

The system checks whether USB-based deployment can be performed.

- If USB-based deployment can be performed, the process goes to step 5.
- If USB-based deployment cannot be performed, the deployment fails.

(1] NOTE

When the current configuration file of the device is not empty, the USB-based
deployment function must be enabled using the autoupdate enable command in the
deployment configuration file and the password used for USB-based deployment must
be configured. Otherwise, the device cannot be configured using the USB flash drive.

The system obtains deployment files from the USB flash drive and saves them
in specified storage media.

- If files are obtained successfully, the process goes to step 6.
- If files are not obtained successfully, the deployment fails.

(10 NOTE

If the system software package fails verification during USB-based deployment, the
upgrade process will not be terminated immediately. Instead, the system continues to
verify other types of files and loads these files for the upgrade if the files pass
verification.

The system specifies the loaded files for next startup.
The device restarts.

The system checks whether the loaded files are the same as the specified
upgrade files.

- If so, the deployment succeeds.
- If not, the deployment fails.

The USB-based deployment process ends. The user removes the USB flash
drive from the device.

USB-based Android Operating System Upgrade

You can upgrade the Android operating system versions of AR161-FW-P-M5 using
a USB flash drive. Before a USB-based upgrade, save the Android operating system
version update.zip and configuration file once.cfg or unlmt.cfg in the dload
folder in the root directory of a USB flash drive.

once.cfg and unlmt.cfg are two empty text documents, indicating one-time
upgrade and unlimited upgrade. The two files cannot co-exist. After an upgrade
begins, the green indicator blinks every 1 second. If the upgrade fails, the device
restarts after the red indicator remains steady on for 30 seconds.

One-time upgrade: After a USB flash drive is inserted in a device, the device
compares the sizes (accurate to bytes) of two update.zip files: one in use and
the other in the USB flash drive. If the two files have different sizes, the device
begins to upgrade. If the upgrade succeeds, the device restarts after the green
indicator remains steady on for 3 seconds. After the device restarts, the device
runs the update.zip file copied from the USB flash drive. In this situation, the
size of the update.zip file currently used by the device is the same as that in
the USB flash drive, and the restarted device is not upgraded again.

Unlimited upgrade: After a USB flash drive is inserted in a device, the device
restarts and upgrades without comparing the sizes of two update.zip files:
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one in use and the other in the USB flash drive. After an unlimited upgrade
succeeds, the device does not restart or continues to upgrade. After the USB
flash drive is removed from the device, the device restarts to complete the
upgrade.

(11 NOTE

Removing a USB flash drive from a device during an upgrade may cause the device unable to
start. You can insert the USB flash drive in the device again to rectify this fault.

On the AR161FW-P-M5 only the OSP daughter card supports the Android operating system.
Therefore, you can check whether the OSP daughter card is upgraded successfully only through
the connected screen because the USB-based deployment indicator cannot show whether the
OSP daughter card is upgraded successfully.

4.3 Licensing Requirements and Limitations for USB-
based Deployment

Involved Network Elements

None

Licensing Requirements

USB-based deployment is a basic feature of a router and is not under license
control.

Feature Limitations

Currently, streamlined USB-based deployment can only be used in the SD-
WAN Solution. Devices with dual SRUs do not support this deployment mode.

When using an interface on an LPU for streamlined USB-based deployment,
insert a USB flash drive for deployment after the LPU is registered
successfully. Otherwise, you need to restart the device and then deploy it.
During the deployment, determine the LPU registration status and
deployment status based on the indicator status.

After the deployment is complete, ensure that the devices are deployed based
on the mapping between ESNs and sites. Otherwise, the network between the
devices and controller may be unreachable.

During USB-based deployment, if there is system software in deployment
files, the CPU usage may become high temporarily. The CPU usage will
automatically return to the normal range, without requiring any action.

When creating a VM through USB-based deployment on the AR169-P-M9,
AR169W-P-M9, or AR169RW-P-M9, ensure that the size of the VM installation
package .ova is less than 50 GB. Otherwise, the USB-based deployment will
fail.

4.4 Making an Index File

Before USB-based deployment, you must make an index file.
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Procedure of Making an Index File

Two methods are available to make an index file of USB-based deployment: use a

text

file to edit the index file or use eDesk to make an index file.

Method 1: Edit the index file on the PC:

a. Create a text file.

b. Edit the file based on the index file format.

¢. Rename the file as USB_AR.ini.

d. Copy the USB_AR.ini file to the root directory of the USB flash drive.
Method 2: Use eDesk to make an index file:

a. Log in to eDesk.

b. Choose Function > Deployment Assistant. In Select Product, select the
corresponding product to access the Config of Udisk Start page, as
shown in Figure 4-3.

Figure 4-3 Config of Udisk Start
Home Device Management Task m Tools

> men.
> mer

c. On the Config of Udisk Start page, click Add to access the Add Device
page, as shown in Figure 4-4. Set related parameters. For details, see
Table 4-1.
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Figure 4-4 Add Device

Add Device

OPTION OK | @ ESN: [2]
MAC (7] *'VERSION (7]
DIRECTORY: (2]

MNo. TYFEN FILENAMEN FILE_HMACR RESOURCE_NAMEn | R

The table contains no data

d. On the Add Device page, click Add Type. In the displayed dialog box Add
Type, select the file type, as shown in Figure 4-5.

Figure 4-5 Add Type

Add Type
* TYPER - ~ @ * FILENAMER: ’ 7]
FILE_HMAGH: (7] RESOURCE_MAMER: ’ (7]
RESOURCE_HMAGH: (7] EXECUTE_TIMER : ~ @

In the dialog box Add Type, set parameters and click Confirm to save the
file type. Return to the Add Device page, and click Confirm to save
device information.

e. On the Config of Udisk Start page, specify a directory for Index File
Storage Directory, select the created index data, and click Create Index
File, as shown in Figure 4-6.
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Figure 4-6 Create Index File
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Create Index File

f.  In the displayed dialog box, set the password used to generate an index
file, as shown in Figure 4-7, and then click Confirm.
Figure 4-7 Set Password

Set Password o
The password is used to compress the index file generated during encryption.

Password:

Confirm Password:

g. You have created an index file successfully, as shown in Figure 4-8.

Figure 4-8 Creating an index file successfully

Info X

o Files created successfully.
ESEE
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h. In the displayed dialog box, click Open Folder to access the index file
storage directory and obtain the corresponding index file, as shown in
Figure 4-9. The USB_AR.ini in the USB_AR.ini_1506498352439.zip
indicates the generated index file.

Figure 4-9 Index file

P arch... 1KB

& system-configDl.zip 2017/9/27 15:45
g USB_AR.ini_150649835243%zip 2017/9/27 1545

D =
P | P

P arch... 1 KB

Index File Format

The index file format is as follows:

BEGIN AR

[USB CONFIG]

SN=
EMS_ONLINE_STATE=
[UPGRADE INFO]
OPTION=
DEVICENUM=
[DEVICEn DESCRIPTION]
OPTION=

ESN=

MAC=

VERSION=
DIRECTORY=
FILENUM=

TYPEm=
FILENAMEn=
FILE_HMACH=
RESOURCE_NAME=
RESOURCE_HMAC=
EXECUTE_TIME=
END AR

Table 4-1 Fields in the index file

Field Description

BEGIN AR Start tag of the index file. This field cannot be
modified.

This field is mandatory.

USB CONFIG USB flash drive configuration. This field cannot be
modified.

This field is mandatory.
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Field

Description

SN

Data change time in the format
YearMonthDay.HourMinuteSecond.

For example, the value 20110628.080910
indicates 2011-06-28 08:09:10.

This field is mandatory.

NOTE
The SN field is a USB-based deployment flag. A device
has a default USB-based deployment flag. If the
USB_AR:.ini file exists in the USB flash drive, the device
checks whether the default USB-based deployment flag
and the SN value in the USB_AR.ini file are the same. If
they are different, the USB-based deployment process is
triggered. If the deployment succeeds, the value of the
default USB-based deployment flag on the device is
changed to the SN value in the USB_AR.ini file.

EMS_ONLINE_STATE

Whether the NMS is online:
e YES: The NMS is online.

e NO: The NMS is offline.

This field is mandatory.

UPGRADE INFO

Upgrade information header. This field cannot be
modified.

This field is mandatory.

OPTION Upgrade mode flag. The field has a fixed value of
AUTO.
This field is mandatory.

DEVICENUM Number of devices to be upgraded using this

index file. The value is an integer that ranges from
1 to 100.

e To upgrade the software version of one device,
set the value of the DEVICENUM field to 1 and
use the device's ESN and MAC address.

e To upgrade software versions of multiple
devices of the same series to the same version,
set the value of the DEVICENUM field to 1 and
use the default ESN and MAC address.

e To upgrade software versions of multiple
devices of the same series to different versions,
set the value of the DEVICENUM field to the
number of devices to be upgraded and use
devices' ESNs and MAC addresses.

This field is mandatory.
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Field

Description

DEVICEn DESCRIPTION

Description information header of device n. The
value of nis an integer that ranges from 1 to 100.
This field is mandatory.

NOTE
The value n must be set when you make the index file.

OPTION

Whether USB-based deployment is required for
the device. The value OK indicates that USB-based
deployment is required, and the value NOK
indicates that USB-based deployment is not
required.

This field is mandatory.

ESN

Serial number of a device. If the value of this field
is DEFAULT, the index file is applicable to all
devices. Otherwise, the index file is applicable to a
specific device.

This field is mandatory.

NOTE
If this field is left empty, this field matches all devices.

MAC

MAC address of a device. If the value of this field
is DEFAULT, the index file is applicable to all
devices. Otherwise, the index file is applicable to a
specific device.

This field is mandatory.

NOTE
If this field is left empty, this field matches all devices.

VERSION

Version number after the upgrade.

This field is mandatory.

NOTE
The version must be entered correctly. Otherwise, the
device will fail to be upgraded.

DIRECTORY

Path for storing deployment files.

e If the value is DEFAULT, the deployment files
are stored in the root directory of the USB flash
drive.

e If the value is fabc, the deployment files are
stored in the abc directory.

This field is mandatory.

NOTE
If this field is left empty, the deployment files are saved
in the root directory of the USB flash drive.
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FILENUM Number of files to be loaded.

If only the system software needs to be loaded,
the value of this field is set to 1. If the system
software and patch file need to be loaded, the
value of this field is set to 2.

This field is mandatory.
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Field Description
TYPEn Upgrade file type:
e FACTORY-CONFIG: factory configuration file.
NOTE
If the device supports the voice function and works
as a PBX, the configuration file is FACTORY-CONFIG-
PBX.
If the device supports the voice function and works
as an AG, the configuration file is FACTORY-CONFIG-
AG.
e SYSTEM-SOFTWARE: system software.
e SYSTEM-OSP: VM installation package in OVA
format.
e SYSTEM-CONFIG: configuration file.
NOTE
If the device supports the voice function and works
as a PBX, the configuration file is SYSTEM-CONFIG-
PBX.
If the device supports the voice function and works
as an AG, the configuration file is SYSTEM-CONFIG-
AG.
e SYSTEM-PAT: patch file.
e SYSTEM-LICENSE: license file.
NOTE
If license files need to be loaded in a batch, the
device provides the function of automatically
matching license file names without requiring license
file names to be manually modified, improving batch
deployment efficiency. If license files need to be
loaded in a batch using the USB-based deployment
function, the FILENAMEn field for SYSTEM-LICENSE
in the index file must be set to DEFAULT.
e SYSTEM-VOICE: voice file.
e SYSTEM-EXECUTE: executable file, which can
be only the shell type.
e USER-DEFINE: user-defined file.
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Field

Description

NOTE
The AR169-P-M9, AR169W-P-M9, and AR169RW-P-M9
support USB-based VM creation. The requirements are
as follows:

o If the device does not contain a configuration file,
the parameters in the index file USB_AR.ini for USB-
based deployment are set as follows: TYPEn7 is set
to SYSTEM-OSP, FILENAMEn7 to VM installation
package.ova, TYPEnZ2 to SYSTEM-CONFIG, and
FILENAME 2 to osp_cfg.cfg. The content format of
the osp_cfg.cfg file is "vm-name;port-
numpassword,", for example, vm2;3;Admin123;.

e vm-name. specifies the VM name. The value is a
string of 1 to 32 case-sensitive characters and
consists of letters and digits.

e port-num:. specifies the VNC service port number.
The value is an integer that ranges from 1 to 8.

e password: specifies the password for VNC
authentication. The value is a string of 6 to 8
case-sensitive characters without spaces.

e If the device contains a configuration file, the
parameters in the index file USB_AR.ini for USB-
based deployment are set as follows: TYPEn7 is set
to SYSTEM-OSP, FILENAMEn7 to VM installation
package.ova, TYPEnZ2 to SYSTEM-CONFIG, and
FILENAMEn?2 to osp_cfg.zip. The osp_cfg.zip file is
encrypted and compressed from the osp_cfg.cfg file.

The value of nis an integer that starts from 1.
This field is mandatory.

FILENAMEn

Upgrade file name. For example, if the value of
the TYPE1 field is SYSTEM-EXECUTE and the
name of the executable file corresponding to the
U disk is test_execute.sh, the value of the
FILENAME1 field is test_execute.sh.

The value of nis an integer that starts from 1.
This field is mandatory.

FILE_HMACn

HMAC used to verify a file to be downloaded. The
MAC address is a string of 64 characters that is
calculated for a specific file using a file checker
based on the HMAC-SHA256 algorithm. The key
used to calculate the HMAC must be the same as
the password configured by the set usb
autoupdate password command.

The value of nis an integer that starts from 1.

NOTE
This field is optional. This field is mandatory after the
hmac enable command is executed to enable HMAC
check for USB-based deployment.
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Field

Description

RESOURCE_NAME~n

Name of the resource file to be upgraded. You can
perform operations on the resource file through
an executable file. For example, copy the resource
file to the device. The resource file must be saved
in the root directory of the USB flash drive.

The value of nis an integer that starts from 1.
This field is optional.

RESOURCE_HMACH

Information used to perform HMAC check on the
loaded resource file. The MAC address is a string
of 64 characters that is calculated for a specific file
using a file checker based on the HMAC-SHA256
algorithm. The key used to calculate the HMAC
must be the same as the password configured by
the set usb autoupdate password command.

The value of nis an integer that starts from 1.

NOTE
This field is optional. This field is mandatory after the
hmac enable command is executed to enable HMAC
check for USB-based deployment.

EXECUTE_TIMEn

Execution time of an executable file:

e 0: Before the deployment

e 1: After the deployment

The value of nis an integer that starts from 1.

This field is optional. This field is mandatory when
upgrade files contain an executable file.

END AR

End tag of the index file.
This field is mandatory.

Examples

Example 1

You need to create an index file for upgrading one device, and the requirements

are as follows:

e Data is changed at 08:09:10 on June 28, 2013.

e The NMS is offline.
e Upgrade is required.

e The device ESN is 00080123456789 and the MAC address is 0018-0303-1234.

e The system software system-software01.cc is stored in the root directory of
the USB flash drive. The version number is V200R010. The HMAC string is
c3caaee8f4f6bd1389f438801e40dad9af30f2fbbe7e8f55121b39c6c16ba488.

The index file that meets the preceding requirements is as follows:
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Example 2

Example 3

BEGIN AR

[USB CONFIG]
SN=20130628.080910
EMS_ONLINE_STATE=NO
[UPGRADE INFQO]

OPTION=AUTO

DEVICENUM=1

[DEVICET DESCRIPTION]
OPTION=0OK
ESN=00080123456789
MAC=0018-0303-1234
VERSION=V200R010
DIRECTORY=DEFAULT

FILENUM=1
TYPE1=SYSTEM-SOFTWARE
FILENAME1=system-software01.cc
FILE_HMAC1=c3caaee8f4f6bd1389f438801e40dad9af30f2fbbe7e8f55121b39c6c16ba488
END AR

You need to create an index file for upgrading multiple devices of the same series
to the same software version, and the requirements are as follows:

e Data is changed at 08:09:10 on June 28, 2013.
e The NMS is offline.
e Upgrade is required.

e The system software system-software01.cc is stored in the root directory of
the USB flash drive. The version number is V200R010. HMAC check is not
required for any file.

The index file that meets the preceding requirements is as follows:

BEGIN AR

[USB CONFIG]
SN=20130628.080910
EMS_ONLINE_STATE=NO
[UPGRADE INFO]
OPTION=AUTO
DEVICENUM=1

[DEVICE1 DESCRIPTION]
OPTION=0OK
ESN=DEFAULT
MAC=DEFAULT
VERSION=V200R010
DIRECTORY=DEFAULT
FILENUM=1
TYPE1=SYSTEM-SOFTWARE
FILENAME1=system-software01.cc
END AR

You need to create an index file for two devices with different description
information, and the requirements are as follows:

e Data is changed at 08:09:10 on June 28, 2013.
e The NMS is offline.

e The ESN of the first device is 00080123456789. The MAC address is
0018-0303-1234. The name of the system software is V200R010.cc. The
version number is V200R010. The configuration file system-config01.zip must
be loaded. HMAC check is not required for any file.
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Example 4

e The ESN of the second device is 66680123456789. The MAC address is
0018-0303-5678. The name of the system software is V200R010.cc. The

version number is V200R010. The configuration file system-config02.zip must

be loaded. HMAC check is not required for any file.

The index file that meets the preceding requirements is as follows:

BEGIN AR

[USB CONFIG]
SN=20130628.080910
EMS_ONLINE_STATE=NO
[UPGRADE INFO]
OPTION=AUTO
DEVICENUM=2

[DEVICET DESCRIPTION]
OPTION=0OK
ESN=00080123456789
MAC=0018-0303-1234
VERSION=V200R010
DIRECTORY=DEFAULT
FILENUM=2
TYPE1=SYSTEM-SOFTWARE
FILENAME1=V200R010.cc
TYPE2=SYSTEM-CONFIG
FILENAME2=system-config01.zip
[DEVICE2 DESCRIPTION]
OPTION=0OK
ESN=66680123456789
MAC=0018-0303-5678
VERSION=V200R010
DIRECTORY=DEFAULT
FILENUM=2
TYPE1=SYSTEM-SOFTWARE
FILENAME1=V200R010.cc
TYPE2=SYSTEM-CONFIG
FILENAME2=system-config02.zip
END AR

You need to create an index file for VM installation, and the requirements are as

follows:

e Data is changed at 08:09:10 on January 7, 2016.
e The NMS is offline.

e VM installation is required.

e The VM installation package (OVA file) usb.ova is stored in the root directory
of the USB flash drive. The version number is V200R007C00. The HMAC string

is

5¢27a53005048beaa9f518da42912484edbfébdd5a157ea777c8e80087a08b03.

e The VM configuration file osp_cfg.zip is stored in the root directory of the
USB flash drive. The HMAC string is
a1735904e3df0abfObc2a3a7a32f33ecd641eaeb575ba4f5e88810df92c7fdce.

The index file that meets the preceding requirements is as follows:
BEGIN AR

[USB CONFIG]

SN=20160107.080910

EMS_ONLINE_STATE=NO

[UPGRADE INFO]

OPTION=AUTO

DEVICENUM=1

[DEVICE1 DESCRIPTION]
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Example 5

OPTION=0OK

ESN=DEFAULT

MAC=DEFAULT

VERSION=V200R007C00

DIRECTORY=DEFAULT

FILENUM=2

TYPE1=SYSTEM-OSP

FILENAME1=usb.ova
FILE_HMAC1=5c¢27a53005048beaa9f518da42912484edbf6bdd5a157ea777c8e80087a08b03
TYPE2=SYSTEM-CONFIG

FILENAME2=0sp_cfg.zip
FILE_HMAC2=a1735904e3df0abfObc2a3a7a32f33ecd641eaeb575badf5e88810df92c7fdce
END AR

You need to create an index file to upgrade the configuration file, Android
package (APK) file, Android database file, and Android boot logo file, and the
requirements are as follows:

e Data is changed at 08:09:10 on August 25, 2016.
e The NMS is offline.
e Upgrade is required.

e The configuration file is stored in the root directory of the USB flash drive and
named vrpcfg.cfg.

e The master Android system database file is stored in the root directory of the
USB flash drive and named settings.db.

e The slave Android system database file is stored in the root directory of the
USB flash drive and named mos_settings.db.

e The APK file is stored in the root directory of the USB flash drive and named
Player.apk.

e The Android boot logo file is stored in the root directory of the USB flash drive
and named bootanimation_armaster.zip.

To install the APK file, Android database file, and Android boot logo file during
USB-based deployment, you must use executable files and an app detection file.
Executable files are stored in the root directory of the USB flash drive and named
huawei_executel.sh, huawei_execute2.sh, and huawei_execute3.sh, and an app
detection file is stored in the root directory of the USB flash drive and named app-
list.xml.

The index file that meets the preceding requirements is as follows:

BEGIN AR

[USB CONFIG]

SN=20160825.080910 //The SN needs to be changed during each device deployment. The current time is
recommended as the SN.

EMS_ONLINE_STATE=NO

[UPGRADE INFO]

OPTION=AUTO

DEVICENUM=1 //Number of devices to be upgraded.

[DEVICET DESCRIPTION]

OPTION=OK

ESN=DEFAULT

MAC=DEFAULT

VERSION=V200R006C12 //Upgrade version. It must be correct; otherwise, the deployment will fail.
DIRECTORY=DEFAULT

FILENUM=6 //Actual number of deployment files.

TYPE1=SYSTEM-EXECUTE //The app-list.xml file is mandatory.

FILENAME1=huawei_executel.sh
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RESOURCE_NAME1=app-list.xml

EXECUTE_TIME1=0

TYPE2=SYSTEM-EXECUTE //Executable files can be increased based on the number of deployment apps.
FILENAME2=huawei_execute2.sh

RESOURCE_NAME2=Player.apk

EXECUTE_TIME2=0

TYPE3=SYSTEM-CONFIG //VRP configuration file.
FILENAME3=vrpcfg.cfg

TYPE4=SYSTEM-CONFIG //Master Android system database file.
FILENAME4=settings.db

TYPE5=SYSTEM-CONFIG //Slave Android system database file.
FILENAME5=mos_settings.db

TYPE6=SYSTEM-EXECUTE //Boot logo file.
FILENAME6=huawei_execute3.sh
RESOURCE_NAME6=bootanimation_armaster.zip
EXECUTE_TIME6=0

END AR

Edit executable files.

New folders can be created and APK files can be copied on a device after the
device reads the SYSTEM-EXECUTE field and executes the huawei_executel.sh
file. The huawei_execute1.sh file is as follows:

#!/bin/sh

mkdir -p /mnt/rom/usbresource

cp -r $1 /mnt/rom/usbresource
chmod 777 -R /mnt/rom/usbresource

Subsequent executable files (huawei_execute2.sh and huawei_execute3.sh) have
the same content and must be named differently depending on APK files so that
APK files can be automatically copied from the USB flash drive to a device. The
content is as follows:

#!/bin/sh
cp -r $1 /mnt/rom/usbresource
chmod 777 -R /mnt/rom/usbresourcee

Editing the app detection file app-list.xml.

The format of an app detection file is as follows:

<?xml version="1.0" encoding="utf-8"?>

<list>

<apk>

<name>com.huawei.subpackagename</name>

<version>20141024</version>

<target>ARMaster</target>

<status>install</status>
<startinfo>com.huawei.subpackagename,com.huawei.subpackagename.MainActivity</startinfo>
<url>/mnt/vrprootfs/mnt/rom/usbresource/player.apk</url>

</apk>

<apk>

<name>com.huawei.subpackagename</name>

<version>20141024</version>

<target>ARSlave</target>

<status>uninstall</status>
<startinfo>com.huawei.subpackagename,com.huawei.subpackagename.MainActivity</startinfo>
<url>/mnt/vrprootfs/mnt/rom/usbresource/player.apk</url>

</apk>

</list>
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Table 4-2 Fields in an app detection file

Field

Description

<list></list>

The app detection file is in list format.

<apk></apk> APK information to be configured.
NOTE
If the device needs to operate multiple APK files, add
multiple such fields to the app detection file.
<name></name> Name of the APK software package.

<version></version>

APK version number.

NOTE
The value of this field must be the same as the version
of the APK file to be installed, uninstalled, or updated;
otherwise, the device repeatedly installs, uninstalls, or
updates the APK file.

<target></target> Android system type of the APK file:
e ARMaster: indicates the master Android system.
e ARSlave: indicates the slave Android system.
<status></status> Operation type:

e install: installs an APK file.
e uninstall: uninstalls an APK file.

<startinfo></startinfo>

Automatic APK startup information, in the format
"<startinfo>package name, path and type of the
main Activity to be started<startinfo>".

If an APK file has the automatic startup attribute
and is expected to start after the device starts, this
field must be configured.

<url></url>

Storage path of an APK file on the device.

4.5 Performing USB-based Deployment

Before using a USB flash drive to upgrade or configure a device, make an index
file, save the index file to the root directory of the USB flash drive, and save files
to be loaded to the directory specified in the index file. Then connect the USB
flash drive to the device to start the upgrade process. You can use a USB flash
drive to upgrade the Android system software versions of the AR161FW-P-M5

running Android versions.

Background

The USB-based deployment process varies according to the deployment file type
and whether the device has the configuration.
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File Type Unconfigured Device Configured Device
Configuration file Connect the USB flash Enable the USB-based
(including the Android drive to the device to deployment function on
configuration file) start the USB-based the device before

deployment process. The | connecting the USB flash
Android configuration drive to it. Otherwise,
file supports the the device cannot be
database file format configured using the USB
(with a fixed file name flash drive. The Android
settings.db) and configuration file
password-free ZIP file supports only the ZIP file
format (with any file format with any file
name). name. The file

settings.db (with a fixed
file name) is encrypted
and compressed into

a .zip file, and the
encryption password is
the same as the
authentication password
for USB-based

deployment.
Non-configuration file Connect the USB flash e Connect the USB flash
(system software and drive to the device to drive to the device to
patches) start the USB-based start the USB-based
deployment process. deployment process

without any check.

e Enable the USB-based
deployment function
on the device before
connecting the USB
flash drive to it.

On the AR161FW-P-M5 running an Android version, the OSP daughter card has
different system software than the device. You can only save the Android system
software (with the file name fixed as update.zip) and configuration file (once.cfg
or unlmt.cfg) to the dload folder in the root directory of a USB flash drive to
directly upgrade the Android system software version of the OSP daughter card.
The USB flash drive can only be connected to the USB port of the OSP daughter
card, as shown in Figure 4-10. You can only make an index file USB_AR.ini to
upgrade the system software of the AR161FW-P-M5. The USB flash drive needs to
be connected to the USB port of the device, as shown in Figure 4-11.

Figure 4-10 USB port on the AR161FW-P-M5 OSP daughter card
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Figure 4-11 USB port on the AR161FW-P-M5
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Pay attention to the following points during a USB-based deployment:

e The USB flash drive must support the FAT32 file system and its interface must
be a standard USB 2.0 or USB 3.0 interface.

(10 NOTE

e If the file system format of the USB flash drive is not FAT32, convert the format
into FAT32 (format the USB flash drive) before using the USB flash drive.

e The AR169W-P-M9, AR169RW-P-M9 support USB-based VM creation. If the size of
the VM installation package (OVA file) is greater than 4 GB, the file system format
of the USB flash drive must be ext4 (or you can convert the format into ext4).

e The USB3.0 interface is running on the AR169CVW-4B4S, AR161EW, AR161EW-M1,
AR169EW, AR169EGW-L, AR169CVW.

e You are advised to use a USB flash drive whose storage size is less than 64 GB.

e USB flash drives from different vendors differ in model compatibility and
drivers. If a USB flash drive cannot be used, try to replace it with another one
from a mainstream vendor.

e Before saving files to a USB flash drive, disable the write-protection function
of the USB flash drive.

e Before performing a USB-based deployment, ensure that the device is working
properly and its flash memory or SD card has sufficient space for files to be
loaded.

e The device can start using system software in the USB flash drive. When the
device cannot start, for example, the storage medium is formatted, power off
the device, install the USB flash drive with system software on the device, and
then power on the device.

e Only a USB flash drive with one or no partition can be installed on the device.
A USB flash drive with multiple partitions cannot be installed.

e Before installing a USB flash drive on the device, ensure that the USB flash
drive has been formatted and file systems have been created. The device does
not support a USB flash drive without file systems.

e  Only one USB flash drive can be connected to a device.
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Files used for USB-based deployment include index file, system software,
configuration file, patch file, voice file, license file, executable file, and User-
defined files. The index file is mandatory. Among the other files, at least one
must be saved in the USB flash drive.

Do not power off the device when the device is copying files. Otherwise, the
upgrade fails or the device cannot start.

Do not remove the USB flash drive before the upgrade is finished. Otherwise,
data in the USB flash drive may be damaged.

Pre-configuration Tasks

Before performing a USB-based deployment, power on the device and ensure that
the device runs normally.

Procedure

Make an index file.
For details on how to make an index file, see 4.4 Making an Index File.

Save the index file and the resource file to be loaded to the device to the root
directory of the USB flash drive and save the files specified in the index file to
the specified directory.

The DIRECTORY field to the index file specifies the directory for files to be
loaded:

- If DIRECTORY is set to DEFAULT, save the files to the root directory of the
USB flash drive.

- If DIRECTORY is set to /abc, save the files to the abc directory.

Enable the USB-based deployment function on the device. Skip this step if the
device has no configuration. If the device is deployed using non-configuration
files, you can skip this step.

a. Run the set usb autoupdate password password command in the
system view to configure an authentication password for USB-based
deployment.

The password configured using the set usb autoupdate password
command must contain at least two types of characters, uppercase and
lowercase characters, digits, and special characters excluding spaces and
question marks (?).

The authentication password configured by this command is used in the
following scenarios:

®  When hash-based message authentication code (HMAC) check is
enabled, the device uses this password as the key to calculate the
HMAC.

(11 NOTE

Currently, the HMAC can only be calculated using the HMAC-SHA256
algorithm.

®  When downloading an encrypted configuration file from the USB
flash drive, the device uses this password to decrypt the
configuration file.
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(11 NOTE

Currently, configuration files can be encrypted only when they are being
compressed into a .zip format. The following encryption methods can be
used:

. Simple text encryption: For example, when you compress a .cfg
configuration file into a .zip file, you can enter a password in the
compression software to encrypt the configuration file.

e  AES256 encryption algorithm: For example, when you compress a .cfg
configuration file into a .zip file, you can select the AES256 mode and
enter a password in the compression software to encrypt the
configuration file. This encryption method is recommended because it
is more secure.

It is recommended that you encrypt the configuration file to enhance
security. The password used to encrypt the configuration file must be the
same as the password configured by the set usb autoupdate password
command.

b. (Optional) Run the hmac enable command in the system view to enable
HMAC check for USB-based deployment.

After HMAC check is configured for USB-based deployment, the device
uses the password configured by the set usb autoupdate password
command as the key to calculate an HMAC based on the HMAC-SHA256
algorithm for a specific file. Then the device compares the calculated
HMAC with the value of the HMAC field in the index file. If the two
HMAC values are the same, the device considers the file to be
downloaded valid.

{11 NOTE

After HMAC check is configured for USB-based deployment, the device performs
HMAC check for all the files used for startup. If this function is not enabled, the
device does not perform HMAC check when downloading files from the USB
flash drive.

If HMAC check is enabled, the HMAC field in the index file must contain the
HMAC.

It is recommended that you enable HMAC check for USB-based deployment to
enhance security.

c. (Optional) Run the usb autoupdate generate encrypted boot-password

command in the system view to encrypt a Boot password in plain text
into one in cipher text.

d. Run the autoupdate enable command in the system view to enable the
USB-based deployment function.

(11 NOTE

This command can take effect only after an authentication password for USB-
based deployment is configured by the set usb autoupdate password command.

4. Connect the USB flash drive to the device to start the USB-based deployment
process.

During the deployment, the system obtains the required files according to
content in the index file (USB_AR.ini) and saves the files in the default
storage medium. Then the device specifies the new system software and
configuration file as the files for next startup, and restarts.
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Procedure for Using a USB Flash Drive to Upgrade the Android System
Software

1. Make the configuration file.

Create a text file and name it once.cfg or unlmt.cfg according to
requirements. For details, see 4.2 Understanding USB-based Deployment.

2. Create the dload folder in the root directory of the USB flash drive and save
the Android system software update.zip and made configuration file to the
root directory.

3. Connect the USB flash drive to the device to start the upgrade process.

- To upgrade the Android system software of the AR161FW-P-M5, you can
only connect the USB flash drive to the USB port of the OSP daughter
card, as shown in Figure 4-10.

(11 NOTE

Removing the USB flash drive during an upgrade may cause the device unable to start. You can
install the USB flash drive again to solve the problem.

After the upgrade succeeds, you can use the USB flash drive to roll back to the previous Android
system software version.

Verifying the Configuration

e Run the display usb usb-id autoupdate state command to check the
progress of USB-based deployment.

e Observe the USB indicator on the device to determine the progress of USB-
based deployment:

- Steady green: The USB-based deployment succeeded.
- Blinking green: The system USB-based deployment is ongoing.
-  Steady red: USB-based deployment has failed.

(11 NOTE

After the USB-based deployment succeeds, remove the USB flash drive from the device.

4.6 Configuration Examples for USB-based Deployment

This topic provides a USB-based deployment example. The configuration example
includes the networking requirements, configuration roadmap and configuration
procedure.

4.6.1 Example for Configuring USB-based Deployment

Networking Requirements
Two devices need to be automatically upgraded, and no software engineers are
available onsite. The requirements are as follows:
e The devices need to be upgraded at 08:09:10 a.m. on October 8, 2014.
e The devices are not managed by the NMS.
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On RouterA, the ESN is 00080123456789, the MAC address is
0018-0303-1234, the system software name is XXX-V200R010SPC100.cc (XXX
indicates the device model), and the version is V200R010. The configuration
file to be loaded is system-config01.zip, the Android configuration file to be
loaded is settings.zip, the resource file is resource01.zip, and the executable
file is execute01.sh and needs to be executed after RouterA is upgraded
successfully using a USB flash drive. HMAC check needs to be performed for
all files. The authentication password for USB-based deployment is
huawei123.

On RouterB, the ESN is 66680123456789, the MAC address is
0018-0303-5678, and the system software name is XXX-V200R010SPC100.cc,
and the version is V200R010. The configuration file to be loaded is system-
config02.zip, the Android configuration file to be loaded is settings.zip, the
resource file is resource02.zip, and the executable file is execute02.sh and
needs to be executed after RouterB is upgraded successfully using a USB flash
drive. HMAC check needs to be performed for all files. The authentication
password for USB-based deployment is huawei123.

Configuration Roadmap

The configuration roadmap is as follows:

Procedure

Make an index file USB_AR.ini.

Copy the index file USB_AR.ini and two resource files (resource01.zip and
resource02.zip) to the root directory of the USB flash drive, and copy
deployment files XXX-V200R010SPC100.cc, settings.zip, execute01.sh,
execute02.sh, system-config01.zip, and system-config02.zip to the directory
specified in the index file.

Connect the USB flash drive to a USB port of each device to complete
automatic software upgrade.

(11 NOTE

Before USB-based deployment, software engineers need to make an index file, save the
index file to the root directory of a USB flash drive, save deployment files to the directory
specified in the index file, and then deliver the USB flash drive to hardware installation
engineers. After finishing installing devices onsite, hardware installation engineers insert
the USB flash drive to the device to start the deployment process.

Step 1 Edit the index file USB_AR.ini.

# Use the authentication password as the key and use a file checker to calculate
an HMAC for all deployment files based on the HMAC-SHA256 algorithm. The

commonly used file checker is HashCalc, which is available at the website http://
hashcalc.software.informer.com/download/. The calculation results are as follows:

HMAC for the system software package of RouterA:
0ab30a2596bd0f6744631002d941f4218f40e784ae51447ed0bf3a2ff075939a

HMAC for the configuration file of RouterA:
c76b15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f

HMAC for the Android configuration file of RouterA:
€76a15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f
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e HMAC for the executable file of RouterA:
c86b15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f

e HMAC for the resource file of RouterA:
0ab50a2596bd0f6744631002d941f4218f40e784ae51447ed0bf3a2ff075939a

e HMAC for the system software package of RouterB:
0ab30a2596bd0f6744631002d941f4218f40e784ae51447ed0bf3a2ff075939a

e HMAC for the configuration file of RouterB:
10736ef141ab2b6f9fa60a44c515cbb48c52d1b4b2e10f64abe5f880346e3b5d

e HMAC for the Android configuration file of RouterB:
16736ef141ab2b6f9fa60a44c515cbb48c52d1b4b2e10f64abe5f880346e3b5d

e HMAC for the executable file of RouterB:
c86b15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f

e HMAC for the resource file of RouterB:
0ac30a2596bd0f6744631002d941f4218f40e784ae51447ed0bf3a2ff075939a

# Create an index file and name it USB_AR.ini. Add the following content in the
index file:

BEGIN AR

[USB CONFIG]

SN=20141008.080910

EMS_ONLINE_STATE=NO

[UPGRADE INFO]

OPTION=AUTO

DEVICENUM=2

[DEVICET DESCRIPTION]

OPTION=0OK

ESN=00080123456789

MAC=0018-0303-1234

VERSION=V200R010

DIRECTORY=DEFAULT

FILENUM=5

TYPE1=SYSTEM-SOFTWARE

FILENAME1=XXX-V200R010SPC100.cc
FILE_HMAC1=0ab30a2596bd0f6744631002d941f4218f40e784ae51447ed0bf3a2ff075939a
TYPE2=SYSTEM-CONFIG

FILENAME2=system-config01.zip
FILE_HMAC2=c76b15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f
TYPE3=SYSTEM-CONFIG

FILENAME3=settings.zip
FILE_HMAC3=c76a15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f
EXECUTE_TIME1=1

TYPE4=SYSTEM-EXECUTE

FILENAME4=execute01.sh
FILE_HMAC4=c86b15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f
RESOURCE_NAME1=resource01.zip
RESOURCE_HMAC1=0ab50a2596bd0f6744631002d941f4218f40e784ae51447ed0bf3a2ff075939a
[DEVICE2 DESCRIPTION]

OPTION=0OK

ESN=66680123456789

MAC=0018-0303-5678

VERSION=V200R010

DIRECTORY=DEFAULT

FILENUM=5

TYPE1=SYSTEM-SOFTWARE

FILENAME1=XXX-V200R010SPC100.cc
FILE_HMAC1=0ab30a2596bd0f6744631002d941f4218f40e784ae51447ed0bf3a2ff075939a
TYPE2=SYSTEM-CONFIG

FILENAME2=system-config02.zip
FILE_HMAC2=10736ef141ab2b6f9fa60a44c515cbb48c52d1b4b2e10f64abe5f880346e3b5d
TYPE3=SYSTEM-CONFIG

FILENAME3=settings.zip
FILE_HMAC3=16736ef141ab2b6f9fa60a44c515cbb48c52d1b4b2e10f64abe5f880346e3b5d

Issue 14 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 103



Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 4 USB-based Deployment Configuration

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

EXECUTE_TIME1=1

TYPE4=SYSTEM-EXECUTE

FILENAME4=execute02.sh
FILE_HMAC4=c86b15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f
RESOURCE_NAME1=resource02.zip
RESOURCE_HMAC1=c86b15e47346299b4993ea34d505e19844a04436dafcafe7a79341ef90a0652f
END AR

Copy the index file, system software, the executable file, the Android configuration
file to be loaded, the configuration file and the resource file to the root directory
of the USB flash drive.

Configure an authentication password for USB-based deployment on the two
devices.
# Configure RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] set usb autoupdate password huawei123

# Configure RouterB.

<Huawei> system-view
[Huawei] sysname RouterB
[RouterB] set usb autoupdate password huawei123

Enable HMAC check on the two devices.

# Configure RouterA.

[RouterA] hmac enable

# Configure RouterB.

[RouterB] hmac enable
Enable the USB-based deployment function on the two devices.

# Configure RouterA.

[RouterA] autoupdate enable

# Configure RouterB.

[RouterB] autoupdate enable

Connect the USB flash drive to a device and start the upgrade process. (Connect
the USB flash drive to the other device after completing the upgrade of the first
device.)

Observe the indicator on the USB flash drive to monitor the deployment state.
e If the deployment files do not exist, the indicator is off.

e If the deployment files exist but are invalid, USB-based deployment fails and
the indicator is steady red.

e If valid deployment files exist but cannot be executed, USB-based deployment
fails and the indicator is steady red.

e If valid deployment files exist and can be executed, USB-based deployment
starts and the indicator blinks green.

During the deployment, the system obtains the required files according to
content in the index file (USB_AR.ini) and saves the files in the default
storage medium. Then the device specifies the new system software and
configuration file as the files for next startup, and restarts.
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Step 8 Verify the configuration.

# After the device restarts, the system checks the deployment state. If the
deployment indicator is steady green, USB-based deployment succeeds.

(11 NOTE

After the USB-based deployment succeeds, remove the USB flash drive.

Run the display usb usb-id autoupdate state command to check the progress of
USB-based deployment.

<RouterA> display usb 1 autoupdate state
Info: Deployment using the USB flash drive is completed successfully.
<RouterB> display usb 1 autoupdate state
Info: Deployment using the USB flash drive is completed successfully.

--—-End
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